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Administrative  protection
行政保护

Protection Channels 
保护渠道

General/ 总论
Protection of business secrets is normally no administrative task since 

administrative authorities are not competent (lack legal basis)
保护商业秘密通常不是行政机关的职能——因为行政机关不适格（缺乏法

律依据）

Protection in the course of administrative proceedings
行政诉讼程序保护

Generally, business secrets should be protected in the course of 
administrative proceedings
一般而言，行政诉讼程序中应当保护商业秘密
However, scope of protection does depend very much on the specific 

administrative laws
然而，保护范围并不大取决于具体的行政法规
Administrative authorities often have discretion regarding the protection
行政机关对于保护有自由裁量权
Third parties might even have a right to claim certain information, e.g.,

according to the Consumer Information Law (Verbraucherinformations-
gesetz)
第三方甚至有权要求某些信息，例如，根据消费者信息法（

Verbraucherinformations - gesetz）
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Civil protection
民事保护

Protection Channels 
保护渠道

General/总论
In practice, the civil protection is the main route for the protection of business

secrets/ 在实践中，民事保护是保护商业秘密的主要途径

Different options to use the civil protection exist/ 可以选择不同的民事保护

Between the parties involved by way of a so-called cease and desist declaration
当事人之间所谓的停止和终止声明

Reasonable contractual penalty for future violations (out of court) 
对将来侵权的合理的契约性惩罚（庭外）

Interim injunction proceeding/ 临时强制令程序

Pros/ 优点

−Duration/ 期限

−probability sufficient to “prove” / 足以“证明”的可能性

−ex-parte option/ 单方选择权

Cons/ 缺点

−“only” cease and desist claim/“仅仅”是停止和终止声明

−full liability for damages suffered by the respondent if an interim injunction
should turn out to be incorrect
如果临时强制令错误，要对被申请人遭受的损害承担全部责任

高伟绅律师事务所 EU-China Workshop on Protection of Trade Secrets
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Civil protection / 民事保护
Protection Channels 
保护渠道

Proceeding on the merits/ 就案情进行诉讼
Pros/ 优点

− final judgment/ 终审判决

− all claims can be raised/ 可以提出各种要求

− no liability in case of incorrect judgment, however,
security might be lost in case a judgment which is not
final and binding is enforced
如果判决错误，不承担任何责任，但是如果有约束力但
并非最终裁判的判决被强制执行，将失去安全性

− no urgency requirement/没有紧迫性要求

− better alignment with penal proceeding
可以更好地与刑事诉讼程序保持一致

Cons/ 缺点
− Duration/ 期限
− Costs/ 费用
− full evidence required/ 要有充分的证据

高伟绅律师事务所 EU-China Workshop on Protection of Trade Secrets
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Civil protection/民事保护Protection Channels 
保护渠道

Burden of proof/举证责任
Irrespective of the type of proceeding the general rule is that the plaintiff/ appellant

has the burden of proof/ 无论何种诉讼程序，原则上都是原告/上诉人承担举证责任
− a civil court does decide the case solely based on evidence provided by the

parties of the proceeding/ 民事法庭完全根据诉讼当事人提供的证据对案件进
行审理

− a lack of (sufficient) evidence normally leads to a negative decision for the
plaintiff/appellant (action/request for interim injunction dismissed)
缺乏（足够）的证据通常都会导致对原告/上诉人不利的判决（诉讼/临时强
制令请求被驳回）

However, precedents and the Code of Civil Procedure (Zivilprozess-ordnung, “ZPO”
) provide certain possibilities to modify/shift the burden of proof
然而，先例和民事诉讼法（ Zivilprozess-ordnung, “ZPO” ）规定了更改/转移举证责

任的可能性

− a court can request from a party to a proceeding or from third parties to
provide documents in its possession, provided that a party to the
proceeding did refer to the documents (section 142 ZPO)
只要诉讼当事人或第三人持有的文件被诉讼的一方当事人提及，法院可以要
求其提供该文件（ZPO第142 条）

− a court can request from a party to a proceeding to provide files in its
possession, provided the file contains information relevant for the
proceeding and the decision (section 143 ZPO)
只要诉讼当事人持有文件的内容与诉讼和判决有关，法院可以要求其提供该
文件（ZPO第143条）

− generally, the burden of proof changes from the plaintiff/appellant to the
defendant/ respondent if evidence cannot be provided by the
plaintiff/appellant but can be provided easily by the defendant/ respondent
since it is in his sphere of influence
一般来说，如果原告/上诉人无法举证，而被告/被上诉人可以轻易举证（因为
证据在其控制范围之内），则由被告/被上诉人承担举证责任

高伟绅律师事务所 EU-China Workshop on Protection of Trade Secrets
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Civil protection
民事保护

Protection Channels 
保护渠道

Specification of request (section 253 ZPO)
请求( ZPO第253条)

Irrespective of the type of proceeding a cease and desist request
has to be very specific so that the

无论何种诉讼程序，停止和终止请求必须非常具体，以便
− defendant/respondent and the court know what shall be

subject of the proceeding and / 被告/被上诉人及法院可以知道
诉讼标的

− the scope of a judgment shall not be determined by the court
enforcing the judgment/ 审理范围不由执行判决的法院决定

Difficulty/难点
− a specific description of the infringing conduct will often lead

to a disclosure of the business secret/对侵犯行为的具体描述
往往会泄露商业秘密

− however, the principle to file a specific request do not require
a disclosure which part of a product or method is the business
secret as it is clear that at least a part of the product or
method is illegal
但是，至少有部分产品或方法明显违法时，提交具体请求的原
则并不需要披露属于商业秘密的产品或方法

高伟绅律师事务所 EU-China Workshop on Protection of Trade Secrets
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Penal protection
刑事保护

Protection Channels 
保护渠道

Public penal law enforcement authorities (public prosecutor)
公共刑事执法机关（检察官）

Comprehensive investigation and seizure competences
全面调查和扣押职能

Normally, a request to commence an investigation/ proceeding is
required/通常需要依请求展开调查/诉讼

If a specific public interest exists, an ex-officio investigation will be
started/如果涉及特定的公共利益，将依据职权展开调查

The infringer has been convicted before in connection with business
crimes/侵权人曾经实施过商业犯罪

A substantial damage can occur or occurred already/可能或已经造成重大
损害

The conduct is part of a plan to obtain business secrets from more than
one company/该行为是从多个（一个以上）公司获取商业秘密计划的一部分

The economic existence of the victim is at stake/受害人的经济利益受到威
胁

Similar circumstances/类似情况
…

Section 17 Act against 
unfair Competition/反不
正当竞争法第17条

高伟绅律师事务所 EU-China Workshop on Protection of Trade Secrets
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Penal protection
刑事保护

Protection Channels 
保护渠道

If a specific public interest exists an ex-officio
investigation will be started (cont’d)
如果涉及特定的公共利益，将依据职权展开调查（续）

…
If the conduct qualifies as a specifically severe crime the specific

public interest can normally not be denied by the public prosecutor
如果行为属于特别严重的罪行，检察官通常就会认定为涉及特定的公

共利益

− conduct on a commercial scale/大规模行为

− is aware that the exploitation shall take abroad/知道将在国外
开发利用

Punishment/处罚
For regular cases imprisonment of up to 3 years or pecuniary fine
常规案件处以三年以下的监禁或罚金

For specifically severe cases imprisonment of up to 5 years or
pecuniary fine/ 特别严重的案件处以五年以下的监禁或罚金

高伟绅律师事务所 EU-China Workshop on Protection of Trade Secrets
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Penal protection
刑事保护

Protection Channels 
保护渠道

Under German penal law a company cannot be 
convicted
根据德国刑法，公司不可以被定罪

However, according to the
但是，

Regulatory Offence Law (Ordnungswidrigkeitengesetz) a fine of up
to EUR 1 million can be rendered against a company, provided that a
manager was involved in the illegal conduct (violation of
organizational duty sufficient)
根据犯罪管制法（Ordnungswidrigkeitengesetz），如果经理涉及违法
行为（违反足够的组织责任），可以对公司处以100万欧元以下的罚款

Regulatory Offence Law and the Penal Law forfeiture of the gross
proceeds obtained by the illegal conduct have to be given to the even
without a manager being involved in the illegal conduct
根据犯罪管制法和刑法，即使没有经理涉及违法行为，违法行为的总
收益也应当没收

高伟绅律师事务所 EU-China Workshop on Protection of Trade Secrets
中国-欧盟 商业秘密保护研讨会



12

Penal protection
刑事保护

Protection Channels 
保护渠道

Options for third parties, in particular the violated party,
to join the penal proceeding
第三方尤其是被侵权方参加刑事诉讼程序的权利

Accessory prosecution
附带起诉

Under certain circumstances private prosecution (can be
filed even without public prosecution)
在某些情况下，可以自诉（即使没有提出公诉）

高伟绅律师事务所 EU-China Workshop on Protection of Trade Secrets
中国-欧盟 商业秘密保护研讨会
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Appendix I: CV
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Marc L. Holtorf /郝韬福
Fachanwalt für Gewerblichen Rechtsschutz/知识产权律师CV/简历

Marc Holtorf, Partner in the Düsseldorf office, advices national and international
clients in and out of court in IP and IT matters, with a focus on trademark,
copyright, design right and unfair competition law.
郝韬福，杜塞尔多夫办事处合伙人，为国内外客户就知识产权及信息技术事宜提供
商标、著作权、设计权和不正当竞争法等法律咨询服务。

He is member of the firm's worldwide Intellectual Property Rights group as well as
of the firm’s global industry group Healthcare, Life Sciences & Chemicals. Marc
Holtorf is a sought speaker, has published various articles and is co-author of
various legal books regarding his areas of expertise. He is lecturer at the
Düsseldorf Law School for unfair competition law and for the procedural
specialities of intellectual property law. In addition, he is assistant chairman of the
committee responsible for the appointment of expert lawyers in the field of
intellectual property (a protected title in Germany) in the circuit of the Düsseldorf
Court of Appeal. Marc Holtorf is admitted to all German local courts, district courts
and courts of appeal.
他是该律所全球知识产权小组以及全球保健、生命科学、化工产品小组的成员。郝
韬福是一个广受欢迎的演讲家，发表过各种文章，并就专业领域与他人合作出版了
多部法律书籍。他是杜塞尔多夫法学院的不正当竞争法讲师。此外，他是杜塞尔多
夫上诉法院知识产权专家律师任命委员会副主席。郝韬福可以参加德国所有的基层
法院、区法院和上诉法院的诉讼活动。

For many years he is an “often recommend expert”
according to the "Juve" handbook on
German commercial law firms./多年来，

他是德国商业律师事务所 “尤文”手册经常推荐的专家。

Languages: German and English/语言：德语和英语

Marc L. Holtorf
郝韬福

Königsallee 59
40215 Düsseldorf
Germany
德国杜塞尔多夫国王大道
59号 邮编：40215

Tel:/电话： +49 211 - 4355 5467
Fax: /传真：+49 211 - 4355 5600
Email:/电子邮件： marc.holtorf@   

cliffordchance.com

Often recommended lawyer

高伟绅律师事务所 EU-China Workshop on Protection of Trade Secrets
中国-欧盟 商业秘密保护研讨会
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29 offices in 21 countries/ 遍布二十一个国家的二十九个办事处Offices
办事处

Amsterdam
Clifford Chance LLP
Droogbak 1A
1013 GE Amsterdam
The Netherlands
T +31 20 7119 000
F +31 20 7119 999

Bankgok
Clifford Chance (Thailand) Ltd
Sindhorn Building Tower 3
21st Floor
130-132 Wireless Road
Pathumwan
Bangkok 10330, Thailand
T +66 2 263 2250
F +66 2 263 2240

Barcelona
Clifford Chance S.L.
Av. Diagonal 682
08034 Barcelona
Spain
T +34 93 344 2200
F +34 93 344 2222

Beijing
Clifford Chance LLP
3326 China World Tower 1
No. 1 Jianguomenwai Dajie
Beijing 100004
China
T +86 10 6505 9018
F +86 10 6505 9028

Brussels
Clifford Chance LLP
Avenue Louise 65
Box 2, 1050 Brussels
Belgium
T +32 2 533 5911
F +32 2 533 5959

Bucharest
Clifford Chance 
18 Calae Dolobantilor
Sector 1
Bucharest
Romania
T +40 21 211 4165
F +40 21 211 4168

Dubai
Clifford Chance LLP
3rd Floor, The Exchange Building
Dubai International Financial Centre
PO Box 9380
Dubai
United Arab Emirates
T +971 4 362 0444
F +971 4 362 0445

Düsseldorf
Clifford Chance
Königsallee 59
40215 Düsseldorf
Germany
T +49 211 43 550
F +49 211 43 555 600

Frankfurt
Clifford Chance
Mainzer Landstraße 46
60325 Frankfurt am Main
Germany
T +49 69 71 99 01
F +49 69 71 99 4000

Hong Kong
Clifford Chance
29th Floor Jardine House
One Connaught Place
Hong Kong SAR
T +852 2825 8888
F +852 2825 8800

London
Clifford Chance LLP
10 Upper Bank Street
Canary Wharf
London E14 5JJ
United Kingdom
T +44 20 7006 1000
F +44 20 7006 5555

Luxembourg
Kremer Associés
& Clifford Chance
4 Place de Paris
B.P. 1147
L-1011 Luxembourg
Grand-Duché de Luxembourg
T +352 48 50 50 1
F +352 48 13 85

Madrid
Clifford Chance S.L.
Paseo de la Castellana 110
28046 Madrid
Spain
T +34 91 590 75 00
F +34 91 590 75 75

Milan
Clifford Chance Studio Legale
Piazzetta M. Bossi, 3
20121 Milan
Italy
T +39 02 806 341
F +39 02 806 34200

Moscow
Clifford Chance CIS Ltd
Ul. Sadovaya – Samotechnaya 24/27
127051 Moscow
Russia
T +7 501 258 5050
F +7 501 258 5051

Paris
Clifford Chance Europe LLP
112  Avenue Kléber
BP 163 Trocadero
75770 Paris Cedex 16
France
T +33 1 44 05 52 52
F +33 1 44 05 52 00

Prague
Clifford Chance
Jungmannova Plaza 
Jungmannova 24
110 00 Prague 1 
Czech Republic
T +420 2 22 555 222
F +420 2 22 555 000

Rome
Clifford Chance Studio Legale
Palazzo Gentili
Via Sistina, 4
00187 Rome
Italy
T +39 06 422 911
F +39 06 422 912 00

São Paulo
Clifford Chance
Rua Helena, 260
6th Floor
SP 04552-050
São Paulo
Brazil
T +55 11 3049 3188
F +55 11 3049 3198

Shanghai
Clifford Chance LLP
40th Floor Bund Centre
222 Yan An East Road
Shanghai 200002
China
T +86 21 6335 0086
F +86 21 6335 0337

Tokyo
Clifford Chance
Akasaka Tameike Tower
6th Floor
2-17-7, Akasaka
Minato-ku
Tokyo 107-0052
Japan
T +81 3 5561 6600
F +81 3 5561 6699

Warsaw
Clifford Chance
Norway House 
ul. Lwowska 19
00-660 Warsaw
Poland
T +48 22 627 1177
F +48 22 627 1466

Washington D.C.
Clifford Chance US LLP
2001 K Street NW
Washington 
DC 20006-1001
USA
T +1 202 912 5000
F +1 202 912 6000

Singapore
Clifford Chance Wong
One George Street
19th Floor
Singapore 049145
Singapore
T +65 6416 8000
F +65 6535 6855

Riyadh*
Al-Jadaan & Partners Law Firm
5th Floor, Al Umam Commercial Centre
Siteen Street
Al-Malaz
Riyadh
Kingdom of Saudi-Arabia
T + 9661 4780220
F + + 9661 4769332 / 4726606 

*Co-operative office

Abu Dhabi
Clifford Chance LLP
13th & 14th Floors
Al Niyadi Building
Airport Road
Sector W-14/02
Abu Dhabi
United Arab Emirates
T +971 2 419 2500
F +971 2 419 2600

Munich
Clifford Chance
Theresienstraße 4-6
80333 Munich
Germany 
T +49 89 21632 0
F +49 89 21632 8600

New York
Clifford Chance US LLP
31 West 52nd Street
New York
N.Y. 10019-6131
USA
T +1 212 878 8000
F +1 212 878 8375

Kyiv
Clifford Chance LLP
75 Zhylyanska Street
Kyiv
Ukraine 01032
T +38 44 390 5885
F +38 44 390 5886
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